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Abstract—Wireless sensor networks (WSNs) are usually mis-
sioned to gather critical information in hostile and adversarial
environments, which make them susceptible to compromise and
revelation. Therefore, establishing secure communication in such
networks is of great importance necessitating utilization of
efficient key distribution schemes. In order to address such
methods, several works using probabilistic, deterministic and
hybrid approaches have been introduced in past few years. In this
paper, we study the connectivity of key-distribution mechanisms
in secured topologies of wireless sensor networks. We explore
the effect of the radio range on the connectivity of the network
and provide a lower bound on the radio range under which the
cover time of the underlying topology decreases significantly. We
also deduce that any broadcastin% algorithm in such a network is
performing only by a factor O(n”), where 3 € (0, 1), worse than
broadcasting algorithms in unsecured topologies. Our numerical
results and simulation experiments validates the correctness and
efficiency of our analysis.

I. INTRODUCTION

In recent years there has been a surge of interest in usage
of wireless sensor networks (WSN). WSNs are expected to
be exploited in a wide variety of applications, ranging from
data collection to monitoring in different scenarios. Emergence
of micro-sensors based on MEMS technology has made it
possible to deploy a large networked system comprising of
battery-operated sensor nodes. WSNs enable us to implement
ubiquitous architectures to gather, process and transfer data
from various environments ranging from urban sites to wide
rural areas [1].

Security is an indispensable concern for sensor networks
to work safely in real world circumstances, in particular over
adverse or hostile environments. Establishing secure connec-
tivity in WSNs proves quite challenging [2]-[4]. Implement-
ing security primitives such as public-key and elliptic-curve
cryptography demand high computational and storage require-
ments. It is believed that traditional Internet style key exchange
and key distribution protocols based on infrastructures using
trusted third parties are impractical for large scale WSNs
due to lack of infrastructure and uncontrolled environment of
such networks. Thus, symmetric key pre-distribution strategies
are known to be a promising approach in attaining secure
communications in WSNs.

In key pre-distribution strategy, each sensor node is assigned
a list of keys (called key-chain), before the deployment phase.
Thus, sensors having identical keys are able to communicate

with each other directly. It is desirable to store the keys
in sensor nodes in order to enable the neighboring nodes
possess one or more common keys with each others. Nodes
not having a key in common have to communicate through a
path, called key-path, in which a key is shared between each
pair of neighboring nodes (as shown in Figure 1). Due to the
adversarial nature of deployment environment, sensor nodes
are highly subject to compromise. An efficient key distribution
strategy should impede information revelation or disclosure
of keys being used in other parts of the WSN. In traditional
strategies either a single mission key is being scattered in
all sensor nodes, or a set of separate n — 1 keys are being
installed in every sensor node such that each key is used as to
establish a secure connection between two neighboring nodes.
The deficiency of single mission-key solution relies on the fact
that capturing any sensor node may compromise the entire
WSN. Moreover, selective key revocation is impossible upon
sensor capture detection. An extreme solution would be the
utilization of unique pair-wise keys for each of node pairs in
the network. In other words, in a WSN of size n, each node
would store a unique pair-wise key with each of the other
n — 1 nodes of the network, resulting in a key-chain of size
n — 1 in each sensor. Perceptibly, since pair-wise sharing of
keys between every two sensor nodes facilitates selective key
revocation, compromising any sensor node will not divulge the
key-chain except the key of the compromised node avoiding
wholesale WSN compromise, which results in a desirable yet
resource demanding resilience.

In the abovementioned approach, the probability of key
share success is equal to 1 and the average key-path length
is identical to 1 as long as the two communicating parties lie
in each other’s radio range. Nevertheless, having this perfect
resilience demands for storing n — 1 keys in each node in a
network of size n, which is potentially beyond the limits of a
sensor node for both intrinsic and technological reasons. The
shortcomings of such strategy can be categorized as follows:
first, pair-wise key sharing between any two sensor nodes
would be unusable since direct node-to-node communication
is achievable only in small node neighborhoods delimited by
radio range and node density, leading to waist of priceless
resources such as dedicated memory and energy. Second,
incremental addition and deletion as well as re-keying of
sensor nodes would become both expensive and complex as



they would require multiple keying messages to be broadcast
network-wide to all nodes during their active periods.

In order to utilize the WSNs limited yet priceless resources
and preserving resilience, while achieving scalability, a ran-
dom pair-wise key distribution scheme based on Erdos and
Renyi’s work on random graphs has been proposed in [8]. In
a network of size n, each sensor node stores the key of the
remaining nodes with probability p and thus stores a random
set of np pair-wise keys. Each node identity (ID) is matched
with np other randomly selected node IDs with probability
p. A pair-wise key is generated for each ID-pair, and is
stored in both nodes key-chain along with the ID of other
party. Moreover, recently key-distribution schemes based-on
expander graphs [9] have been proposed in [10], [11]. In
these approaches, a expander graph is generated using various
methods introduced in [12] and [13]. Intuitively, each sensor
node is assigned to a node of the expander graph. The key-
chain of each sensor node is built upon the neighborhood of
such a graph resulting in a highly resilient key-distribution
scheme.

Our focus in this paper is on the connectivity of key-
distribution mechanisms in secured wireless sensor networks.
We first explore the condition on the radio range of each
sensor to ensure the entire network remains connected. We
next establish a lower bound on the radio range under which
the cover time' of the network decreases significantly. We also
deduce that any broadcasting algorithm in such a network
is performing only by a factor O(n”), where 8 € (0,1),
worse than broadcasting algorithms in unsecured topologies.
The accuracy and efficiency of our analysis and formulas are
validated by our numerical results and simulation experiments.

The rest of the paper is organized as follows. Section
IT provides some definitions, describes the notation that is
used throughout the paper and provides the critical radio
range for connectivity of underlying secure topology. Section
IIT introduces the optimum bound for radio range. Section
IV discusses the broadcasting in secured random geometric
graphs, V presents numerical results and simulations. Finally,
Section VI provides some concluding remarks and outlines
directions of future research.

II. SECURED CONNECTIVITY

In this section, we explore the condition on the radio range
under which the two following holds:

o The underlying communication graph is connected with
high probability?.

o Each node has at least one neighbor which is in posses-
sion of a common key.

The first item and its generalizations have gained more
attention by the research community in the last few years [14],
[15]. However, the second one is restricted to the cases in

IThe cover time of a graph is the expected time taken for random walk to
visit every node of the graph .

’In the rest of this paper, unless the otherwise stated, by with high
probability, also abbreviated as w.h.p, we mean the probability at least 1 — 7%2
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Fig. 1: An example of a two dimensional Random Geometric
Grid. A node is connected to all other nodes that are within
the distance r of itself and possess common key

which there is a compromise between reliability, in terms of
security, and performance in terms of connectivity.

In this section we explore the connectivity of key-
distribution schemes deployed with a random geometric topol-
ogy under large system asymptotic. For the sake of simplicity,
we first state some fundamental results using recently proposed
random graph theory, which is a comprehensive approach in
modeling largely deployed WSNs. Then we proceed to prove
an important condition for the connectivity of the underlying
graph, considering security merits.

A d-dimensional random geometric graph is denoted by
G%(n,r), where n represents the number of nodes and 7 is
the radio range. One simple way to construct such a random
graph is to scatter n nodes uniformly on the [0, 1] x [0, 1]
square and connect each two nodes whose Euclidean distance
are less than 7. A typical example of such a graph is depicted in
Figure 1. One of the most issues of concern regarding random
geometric graphs is its connectivity. We distinguish between
two notions of connectivity.

e Physical Connectivity: The random geometric graph
G%(n,r) is said to be physically connected if there exists
at least one path between every two nodes. In other
words, every node can communicate with any other node,
possibly using other nodes as relays.

e Secured Connectivity: The random geometric graph
G%(n,r) is said to be securely connected if there exists
at least one secured path between every two nodes.
Precisely speaking, every node can communicate with any
other node, possibly using relays which are in possession
of a key in common with each other.

Clearly, the first notion defined above, is necessary for
the connectivity of the underlying graph. However, as the
second notion implies, we are interested in connectivity of
such a graph so that only nodes with keys in common can
communicate with each other.



In what follows, first we state some underlying results for
the physical connectivity of G2(n, 7).

A. Physical Connectivity

In this subsection, we state some useful underlying lemmas
regarding the physical connectivity of the G%(n,r).

Lemma I: For all € > 0 if 7r2(n) = (1 —¢) 105”, then
G?(n,r) is disconnected w.h.p., while if 77%(n) = (1+€) 105",
then G%(n,r) is connected w.h.p.

Proof. For proof see [15].

Physical connectivity is essential for secured connectivity;
hence, we require each node to set its radio range r(n) greater
than k;%. In this respect, no node can be allowed to be an
isolated node.

B. Secured Connectivity

In this subsection, we explore the secured connectivity,
which is of much more interest to us.

In order to come up with a tractable analysis of the secured
connectivity, we model the event of possession of a common
key as a random variable whose success probability is denoted
by p(n).

In the sequel, we state the condition for r(n) and p(n) in
order to guarantee the secured connectivity.

Lemma 2: For G2(n,r), and for sufficiently large n,

_mp(n)r?(n)n

Pr(network is connected) > 1 — np(n)e z (1)

Thus, the network is connected if p(n) and r(n) satisfy

s n ’7‘2 n)n
lim np(n)e” P g ()

n—oo

Proof. For proof see [14].

As mentioned in the previous section, most key-distribution
strategies construction lead to regular graphs; i.e. the degree
of each node is equal and denoted by A(n). Therefore, it is
clear that the success probability is given by:

3)

Using the above results, we now discuss the requirements for
the secured connectivity for random geometric topologies.
Theorem I: For any fixed 8 € (0,1), if

A(n) = 0(n?) “)
then the network is connected if 72(n) satisfies
logn
2(n) > 5
r“(n) > ¢ A(n) (5)
where c satisfies 5
c> 25 (6)
™

Proof: Substituting (4) and (5) in (2), yields the following
condition for connectivity
nb w%ﬂ(n)n

lim n—e™ 2 =0 @)
n—oo n

Fig. 2: An example of a two dimensional Secured Random
Geometric Graph with radio range 7%(n). At most k (in this
case k = 4) nodes in their radio range possess a common key

From the right hand side of (7), we get
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where (8) is obtained from (5) and (4). Clearly, for (8) to
vanish, the coefficient of log n must be negative, leading us to
the following condition
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which completes the proof.

III. OPTIMUM SECURE CONNECTIVITY

So far, we have provided a critical radio range® (for each
node) guaranteeing asymptotic connectivity of the secured
random geometric graph. Although this bound is essential for
the network to remain connected, it may lead to bottlenecks
in the network and consequently alleviates its performance.
This is due to the lack of alternative secured routing choices
as a result of utilizing the tight bound of the critical radius.
However, in specific applications of WSNs such radio range
may not guarantee the performance constraint of that applica-
tions; This motivated us to provide an optimum radio range for
secured random geometric graph which ensures that at least k
alternative routing paths exist for each node of the graph. In
what follows we investigate such optimum radio range.

Lemma 3: For G?(n,r), and sufficiently large n, let Py(n)
be the probability that every node in G2(n,r), say v, has at

3Here, the terms radio range and radius are exactly the same and used
interchangeably.



least k secured neighbors within its radio range r%(n). Then
the following bound holds:

_ (nrr?(n)p—k+1)2
e 2nmr2(n)p

Pi(n) < exp 7(n)

(10)

Proof: We first divide our unit area into R(n) disjoint
regions, each of which has radius r(n) as depicted in Figure
2. According to the figure, it is not hard to prove that there
are R(n) = 472(n) regions, each has at most n7r?(n) nodes.
Let X (7) be a random variable whose value is equal to the
maximum number of secured neighbors residing in region ¢ of
G?(n,r). Remind that the probability of a node has a common
key with every other nodes is p(n). Thus, it follows that:

Pe(n) =
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In the following theorem, we provide a bound for the above
mentioned optimum radius to ensure the existence of at least &
alternative routing paths for each node of the secured random
geometric graph.
Theorem 2: For a G2(n,r) assume that k = an” where
a,f € (0,1) and p(n) be the probability of possession
of a common key for two arbitrary nodes with r?(n) >

L1800 “then Py (n) almost surely tends to 1.

47r—2a nP
Proof: According to Lemma 3, Py(n) — 1 if and only
lf: _ (7L7r'r‘2('r7,)p—k+1)2
. e 2nmwr2(n)p 0 (11)
N
o 4r2(n)
which follows that:
lim 4r2(n)e"pr2(")(”/2_a) — 00 (12)
n—oo
Now, assume that
2
npr(n)
=—= 13
= ogln) -
substituting it in the last equation yields:
lim 4log(n)c(n)n(™/2=em=1 _, o (14)

The following condition must be held in order to equation (14)
tends to infinity:

(r/2 —a)e(n) > 1 (15)

(4r%(n)

thus, a tight bound for radio range of each node can be
obtained by:
log(n)
*(n) > 16
r2(n) > e (16)
a7)
where c satisfies the following condition:
2
e (18)
2T — «
|

IV. BROADCASTING IN SECURED GEOMETRIC GRAPHS

In this section we will elaborate on a performance char-
acteristic of broadcasting algorithms in secured random ge-
ometric graphs. We prove that any broadcasting algorithm
in such networks is performing only by a factor O(n?),
where 3 € (0,1), worse than broadcasting algorithms in
unsecured random geometric networks which is tolerable in
)most practical cases.

Due to the severe energy restrictions of wireless sensor
networks utilizing energy-efficient broadcasting algorithms
have became a significant issue in the course of last years. In
fact, broadcasting is a very energy-expensive protocol which is
widely used as a building block for a variety of other network
layer protocols. Thus, exploiting performance characteristic
of broadcasting in this type of network is of a paramount
value. Many researchers have been carried out in order to
either reduce the energy consumption of sensor networks
by optimizing broadcasting [16] or study the performance
of a proposed broadcasting algorithm [17]. In this section,
we pursue on a major performance characteristic of such
algorithms introduced in [18]. As stated in Chandra et al. [18],
intuitively, the cover time of the graph is an appropriate metric
for the performance of randomized broadcast algorithms. This
intuition is further verified by [19]. Moreover, cover time
is tightly coupled with the performance of applications and
techniques such as gossiping in random geometric graphs [20],
information collection and query answering [21] and routing
[22]. This metric is defined as follows:

Let G = (V,E) be a connected graph, for u € V let
C, be the expected time taken for a random walk W, to
visit every vertex of G. The cover time Cg of G is defined
as Cg = maxyecy Cy. The cover time of many types of
connected graphs has been extensively studied in [23]. Avin
et. al. in [23] show that there exists a critical radius r,p¢
such that for any r > rgp, G%(n,r) has optimal cover
time of ©(nlogn) with high probability. However, despite
the similarities between random geometric graphs and theirs
secured variants, the result obtained in [23] is not applicable
in such graphs. One remarkable difference is the existence of
many small cliques uniformly distributed over the unit square
like bins in random geometric graphs (which is essential
in their analysis) that not holds in secured version of such
graphs. Therefore, we believe that random regular graphs
are appropriate models for our purpose. In what follows we
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provide an important lemma introduced in [24] for the cover
time of random regular graphs.

Lemma 4: Let k > 3 be constant. Let G;, denote the set of
k-regular graphs with vertex set V = {1,2,...,n}. If G is
chosen randomly from Gy, then w.h.p.

k —
Ca~~ 19)

11
nlogn
51108

Proof: See [24]. [ |
According to this lemma the cover time of the random regular
graphs are nearly optimal. The reasoning that leads us to
utilize random regular graphs as a model for secured random
geometric graphs is that in the latter, every node with high
probability has k£ neighbors in its radio range which are in
possession of a common key if Theorem 2 holds. This is
obviously equal to a random graph in which every node has
k neighbors and as Theorem 2 holds, the geometric nature of
these graphs dose not play significant role. In what follows
we investigate asymptotic cover time of the secured random
geometric graphs.

Theorem 3: Assume that G2(n,r) be a secured random
geometric graph with 72(n) satisfying r%(n) > 4ﬂi2a1°i#
where «, 3 € (0, 1). Then the cover time is O((14)nlog(n))
where v = 1/(an® — 2).

Proof: By substituting an® with k in (19) the desired
result is obtained. |
Recall that according to [24] the asymptotic cover time of
random geometric graph is ©(nlogn). Thus, asymptotic cover
time of secured version of such graphs is only by a factor
O(n”) worse than random geometric graph, which proves our
aforementioned claim.

V. NUMERICAL RESULTS AND SIMULATIONS

The obtained formulas and analysis have been validated
by means of both simulation and numerical results. We im-
plemented a secured WSN using OMNET++ [25] simulator.
We also implemented our formulas in MATLAB [26] in
order to present numerical results for such a network with
various parameters. Numerous validation experiments have
been established, however, for the sake of specific illustration,
validation results are presented for two scenarios in nodes are
scattered in a unit square [0, 1] x [0,1] with n = 100 and
n = 10000 nodes.

The numerical results depicted in Figures 3, illustrate the
radio range 72(n) versus the number of nodes n in the
network. In both figures, X-axis and Y-axis show the number
of nodes and the radio range of each node, respectively. Three
different parameters have been examined for n ranging from
1 to 100. In Figure 3.(a), the parameter 3 has been varied
in each of the curves. This figure reveals that for sufficiently
large n, as 3 increases the radio range decreases, accordingly.
This is due to the fact that increment in 3 increases the
probability of common key possession leading to expanding
the neighborhood of each node which effectively reduces
r%(n). In Figure 3.(b), in addition to the parameter 3, v also
has been changed in each of the curves. This figure as well as
the previous one, shows that for sufficiently large n, as (3 and
o increases the radio range decreases significantly. Comparing
these two figures also reveals that for the same n, the radio
range in Figure 3.(a) is smaller than that of the other figure
which confirms that to achieve better cover time we must
sacrifice more energy (by rising the radio range). It is also
worth mentioning that the radio range in both cases diminishes
as the number of nodes becomes larger and larger.

The simulation results are depicted in Figures 4 and 5.
Figure 4 is a log-log plot which shows the tradeoff between
connectivity, i.e. the fraction of nodes that are connected to
each other, and the radio range of each node in two different
cases: n = 100 and n = 10000. As shown in the figure, the
connectivity of the network increases as the radio range rises in
both cases. However, the connectivity of the case in which n is
greater, grows faster than the other case. These results are not
surprising since we distribute sensor nodes in the unit square
in either case. In order to validate Theorem 2, we consider
a WSN with n = 10000, where « = 3 = 0.2 and vary the
radio range from O to 0.14 where step size was 0.02. For
each radio range the average degree ratio (i.e. average degree
nodes divided by k) of the network is calculated. Figure 5
plots the average degree ratio for various radio ranges. The
figure confirms that at a specific step i.e. radio range equal to
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0.12, the average degree ratio reaches to its saturation point.
Exactly the same result can be obtained using Theorem 2.

VI. CONCLUSION

In this paper, a secured wireless sensor network with n
nodes is considered. Each node was supposed to extent its
radio range to a circle with radius r(n) and possesses a finite
set of keys (called key-chain). Sensors having identical keys
communicate with each other directly and the probability that a
node have at least one such identical key with every other node
is defined as p(n). We provided a lower bound for the radio
range under which the underlying network remains connected.
We also investigated an optimum lower bound which leads
to a lower cover time of the network. It is also shown that
asymptotic cover time of secured random geometric graphs
is only by a factor O(n”) worse than non-secured version of
such graphs. Our next steps target to elaborate on the problem
of base-station positioning in such networks.
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