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Abstract—Motivated by applications of sensor networks, there
has been growing interest in monitoring large scale distributed
systems. In these applications, we usually wish to monitor a global
system condition defined as a function of local network elements
parameters. In this paper, we study Reactive Monitoring in sensor
networks, which has the benefit of operating in a decentralized
manner. Our primary concern in adopting such a monitoring
paradigm is reducing the communication cost which is the
dominant factor of energy drain in wireless sensor networks.
In this study, we address the reactive aggregate monitoring
problem by casting the underlying threshold assignment as an
optimization problem. This allow us to propose a distributed
algorithm to set local thresholds on each sensor node to be
adapted to the statistics of the events measured by spatially
scattered sensor nodes. Through simulation, we illustrate that the
proposed threshold assignment technique can significantly reduce
the communication overhead of the monitoring mechanism in
sensor networks.

Index Terms—Wireless Sensor Networks, Reactive Monitoring,
Threshold Assignment, Optimization

I. INTRODUCTION

In recent years there has been a surge of interest in usage
of wireless sensor networks. Wireless sensor networks are
expected to be exploited in a wide variety of applications,
ranging from data collection to monitoring in different scenar-
ios. Emergence of microsensors based on MEMS technology
has made it possible to deploy a large networked system
comprising of battery-operated sensor nodes. Using sensor
networks, today it is quite a conventional task to implement
a ubiquitous architecture, for gathering, processing and trans-
ferring of data from an environment ranging from urban sites
to wide rural areas [1].

Amongst the wide variety of applications, monitoring is a
subject of primary concern in current and emerging deploy-
ments of wireless sensor networks. The significance of mon-
itoring in wireless sensor network is increasing not only for
accounting and management, but also for revealing anomalies
and malicious attacks. In a monitoring scenario, either we
are interested in supervising the network itself, e.g. traffic,
routing optimization, anomaly detection in data networks, or
the environment that network deployed in it, e.g. wildlife
behavior, or behavior of moving objects in sensor networks.
In this context, we are observing the emergence of monitoring
applications for urban sensing, e.g. pollution monitoring in

urban areas, noise tracking in residential areas, to name a few
[2]-[3].

One can distinguish between two fundamental classes of
monitoring mechanisms. In the Statistical Monitoring mech-
anism, the specified management criteria and future trend
of the network are evolved by requiring each agent (node)
to send the raw stream of its measured data to the central
node for further processing. On the other hand, Reactive
Monitoring mechanism relies on local threshold defined all
over the network, which are responsible for detecting criteria
violation locally and transmitting appropriate queries to the
central node. Reactive monitoring is essentially designed to
alleviate the communication burden of monitoring tasks in
distributed resource constrained scenarios, and therefore is
very appropriate for battery-operated wireless sensor networks
[4].

Even with reactive monitoring, the communication cost of
the monitoring application can be high enough to waste the
scarce power resources of wireless nodes. Thus, our primary
concern in adopting such a monitoring paradigm is reducing
the communication cost which is the dominant factor of energy
drain in wireless sensor networks. The major contribution of
this work is to exploit the reactive monitoring mechanism for
usage in wireless sensor networks. Our primary concern is to
reduce the communication burden emanated from transmitting
monitoring queries from sensor nodes. The pure reactive mon-
itoring mechanisms introduced so far, are relying on a general
architecture and has not exploited the spatial distribution of
sensor nodes over the target environment. Sensor nodes are
scattered or deployed over a geographically heterogeneous
environment and thereby experience statistically diverse events
which primarily depend upon the spatial distribution of their
locations. Therefore, it proves quite promising to adapt the
structure of the underlying monitoring mechanism to the
specific statistics of the event monitored by each sensor node.

We particularly concentrate on a wide class of monitoring
applications called threshold counts [5], in which the essential
criteria of the monitoring application is to check whether an
aggregate of the form ), ; has exceeded a global parameter
of the network, say a simple threshold K. In particular,
we aim at determining the local thresholds based on the
statistics of local events. Towards this end, we formulate
the threshold assignment problem as an optimization problem

978-1-4244-2948-6/09/$25.00 ©2009 IEEE



This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the WCNC 2009 proceedings.

whose objective is to minimize the communication overhead of
the network. This allows us to design a self-tuning distributed
threshold assignment algorithm which determines the optimal
thresholds based on the statistics of local events known by
nodes a priori.

The remainder of this paper is organized as follows: Section
II reviews related works. Section III defines the system model,
states some preliminaries regarding the reactive monitoring
mechanism and formulates the optimization problem. Section
IV provides the optimal solution to the threshold assignment
problem. Section V presents a distributed threshold assignment
algorithm based on the solution to the optimization problem
and addresses the convergence behavior of the algorithm.
Section VI validates experimental evaluation of the proposed
algorithm. Finally, Section VII concludes the study.

II. RELATED WORKS

In recent years, continuous query processing for moni-
toring distributed data streams has received much research
attention. Different query types have been mentioned in this
environment includes quantiles[6], joins[7], etc. Monitoring
aggregate threshold queries in networks initially mentioned
by the pioneering work of Raz et al [4]. They introduced
installing local mathematical constraints at remote sites and
present a simple approach for threshold assignment assuming
uniform data distributions of system variables. Olston et al
[8] suggested an adaptive filter based approach for tracking
error bounded values of aggregate functions. According to the
precision specified in continuous query filters are assigned for
local values of data objects. Keralpera et al [5] presented
several algorithms for static and adaptive threshold setting
for monitoring thresholded counts queries and analyzed the
communication complexity of each algorithm. Sharfman et
al [9] introduced a geometric approach for monitoring ar-
bitrary threshold functions. [10] investigates a hybrid push-
pull approach for monitoring global system parameters in
IP networks. Authors present algorithms for selecting which
elements “to push” and which “to pull” when network el-
ements events are independent or dependent. Recent work
of kashyap et al [11] considers the problem of non-zero
slack threshold assignment which adaptively dedicate fraction
of total threshold to monitoring node to absorb small local
threshold crossing that eliminate the need for global system
polling. All the above works assume centralized threshold
computation and assignment but in this paper we propose a
distributed algorithm for optimal threshold setting.

III. SYSTEM MODEL AND PROBLEM FORMULATION
A. Network Model

We model the topology of the sensor network by an undi-
rected graph G = (V, ). The vertex set V = {1,2,...,n}
denotes the set of sensor nodes. For the edge set £ C V x V,
we have (4, j) € £ if and only if there is a connection between
node ¢ and j. We assume that there is a base station being
responsible for monitoring the network. Each sensor node 1,
at time ¢ continuously measures (reads) the requested local

event denoted by xl(»t) at a fixed sampling rate, which results

in a vector x(*) = (xgt),i € V). The goal is to detect when the
aggregate value of all the measurements of the form > | a;x;
crosses a predetermined threshold K.

As stated earlier, in this paper we focus on reactive mon-
itoring schemes, in which local thresholds are set to check
the aggregate condition, distributively. In particular, we exploit
the Simple-Rate (SR) Algorithm introduced in [4] with some
modifications, which is to be described in the next subsection.

B. The Monitoring Algorithm

In this subsection, we state the SR Algorithm to be used
for aggregate computation.

The SR Algorithm consists of two parts: SRy for dis-
tributed nodes and SRc for central base station. Both of
these parts are described as SR Algorithm [4]. The SRy is
quite simple, however the central part, i.e. SR is partly more
complex.

The original SR Algorithm assumes uniform thresholding
scheme, i.e. each node is assigned a fixed threshold ¢ which
can be selected to be 6 = K /n. Therefore, the SR algorithm
in its original form updates the next time in which global
polling is needed (i.e. t,,) as following

n (®)

ty —t+ K- Zi:l it

né

In contrast to the original form of SR, we focus on a scenario
with nonuniform thresholding, i.e. each sensor node 7 is
initialized with a threshold 7;. To be consistent with the update
equation of t,,, we replace § by T, i.e. the average value
of vector T = (T;,i € V). Then, the major concern of the
algorithm is to assign threshold values so as to minimize the
communication cost of the SR algorithm.

First we compute the cost of the SR Algorithm. The cost
of the SR consists of two components [4]. The first one is
due to local events at sensor nodes.

Let A be the outcome that at least one node had triggered
a query at time ¢, then

SR. Simple Rate Algorithm
SR

At each node i:
Initialize threshold T;.

At time ¢
if ol — 2" > 1y
(t)

send the value z;" to the base station.

SRc

Initialize t,, = 0; f =0

while (TRUE)

if ¢ > t,, OR report received
f — POLLALL(z")
f>K
report ALARM

else

n (%)
K-Y", a;z!
tT,L t Z‘LT?% t

SR. Simple Rate Algorithm
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Pr(A) = 1-—Pr(A) (1)
= 1—HPr(,LL) )
=1

= 1- ﬁPr (ml(-t) — atl(-tfl) < E) 3
i=1

= 1-[[FR@m) )
i=1

where A; is the outcome that node i had not triggered a query
at time t. Moreover, (2) is derived assuming that different
nodes are independent and F;(.) is the Cumulative Distribution

(® (t=1

Function (CDF) of the occurrence of z;” — x; ) event at

node ¢, to be known by node ¢ a priori. Thus, the expected
number of messages generated due to local events is given by
[4]:
E (local messages) = n (1 — HFi(Ti)> (5)
i=1

The second component of the cost is due to the centralized
polling part. The expected number of steps per poll is [4]:

K->"  ax;
E =1 71 6
(FZmen) ©
Similarly, the communication cost due to second part is
n?T
K-E (3, aiv)

Combining (5) and (7), the communication cost of the SR
Algorithm is given by

)

J(T)=n <1 - HFi(Ti)> TR E(nzjfz_l aix;) ®)

C. Problem Formulation

In this subsection, we are ready to cast the threshold
assignment as an optimization problem, whose objective is to
minimize the communication cost of the algorithm. Consider-
ing constraint Zl aixgt) < K, for the average of threshold we
have

N K
T==-N"T<= 9
DL ®

Hence, T is at most K /n. Therefore, the second component of
J(T) is at most Wgam), which is independent from T.
Therefore, only the communication cost due to local messages
depends upon T. Then the communication cost function
to be minimized is n (1 — ], F;(73)). To minimize the
communication cost, it is equivalent to formulate the problem
as

mq@x[[l Fy(Ty) (10)

subject to:

> al <K (11)
=1

We turn the problem (10) into a simpler equivalent form by
taking the logarithm of its objective function as following:

mq@x@log Fi(T;) (12)
subject to:
ZaiTi <K (13)
i=1

Problems (10) and (12) are equivalent due to the facts
that the log(.) function is monotone increasing and such
transformation of the objective function for an optimization
problem leads to an equivalent form. For problem (12) with an
affine constraint to admit a unique maximizer, it iS necessary
to be convex, i.e. its objective to be concave as following

d2
Cd2?
where k; is a positive constant to bound the curvature of

log F;(2) to guarantee the convergence, which is to be dis-
cussed later in Section V.

log Fy(2) > k; > 0 (14)

IV. OPTIMAL SOLUTION
A. Dual Formulation

We aim at solving problem (12) through its dual. We start
by writing the Lagrangian of problem (12), as follows

L(T,p) = Zlog Fi(T;) — p (Z a;l; — T) 15)
i=1 i=1

where 1 > 0 is the positive Lagrange multiplier associated
with constraint (13). Using Karush-Kuhn-Tucker (KKT) con-
ditions for convex optimization, to find T*, we should find the
stationary points of the Lagrangian and satisfy complementary
slackness conditions. The complementary slackness conditions
for optimal primal variable T* and dual variable p*, are

pez 0 Yyl < T (16)
i=1
n (Z aiT} — T) =0 (17)
i=1

In order to find the stationary points of the Lagrangian, we
solve

VL(T*, 1) =0 (18)

where 0 is a vector with all zero. For the ith element of (18)
we have

oL  FUT) |
fi(T3)

- F(T,) i 20
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where f;(z) is the corresponding probability density function
(pdf) of F;(z).

Setting (20) to zero and doing some algebraic manipulations
yields
Ty =17 (aip”)

7

21

where [;(z) = %
Now, we are ready to solve problem (12) through its dual
problem which is defined as [12]:

min D(p) = min max L(T, u)
o

min (22)

where D(u) is called the dual function. Based on the results
of the KKT condition mentioned above, D(u) = L(T*, u)
with T* is given by (21).

Dual problem defined above can be solved using iterative
methods. In order to obtain a distributed algorithm, we solve
the dual problem (22) using Gradient Projection Method. We
postpone solving (22) to the next subsection.

B. The Iterative Solution

In the sequel, we solve the dual problem using Gradient
Projection Method [13]. In this respect, 1 should be adjusted in
opposite direction to the gradient of dual function, i.e. VD (u).
Precisely speaking, in the kth iteration step, p(*) is updated
as follows

dD(u*1 ™
u(k+1):|:u(k)_,y (e )] (23)

dp
where [z]T = max{z, 0} and v is a sufficiently small constant

step size. Using the Danskin’s Theorem [13], the derivative of
D(p) is given by

D) k-3 o 4)
=1

dp
Substituting (24) in (23), yields

n +
‘u(k+1) — |:‘u(k) + <Z aiTi(k) _ K>:| (25)

i=1

where Ti(k) is the solution to (21) for a given ,u(k). In (25), v is
chosen sufficiently small so as to guarantee the convergence.
(21) and (25) forms an iterative solution to problem (22)
and thereby (12). At each iteration step k, dual variable u is
updated based on the history of itself and the primal variables
T. Then, it would be utilized by (21) to update primal variable
T, accordingly. Therefore, after spending enough iteration
steps, primal and dual variables tends to primal-optimal T*
and dual-optimal p*, respectively. We deffer the algorithm
until the Section V.

V. DISTRIBUTED THRESHOLD ASSIGNMENT ALGORITHM

A. The Algorithm

Based on the obtained iterative solution, we propose a
distributed algorithm as a distributed solution to problem (12)
and thereby problem (10).

The algorithm is devised by utilizing the update equation
(25) and (21), over the network.

In particular, each sensor ¢ in the iteration step k benefits
from all other nodes’ currently assigned threshold T _;, thanks
to Flooding-like algorithms, to update the current Lagrange
multiplier ;(*). Since all other nodes have access to such
information too, they will obtain the same value for z(*+1)
and therefore, we don’t introduce additional notation so as to
distinguish between the realized update process.

Upon updating ;(*), each sensor 4 calculates its threshold
T;, accordingly. The above rule will proceed until reaching
some predefined notions of convergence.

The proposed algorithm is listed below as Algorithm 1.

Algorithm 1. Distributed Threshold Assignment Algorithm

Initialization
Initialize v, a;s and K Vi = 1..n.

Main Loop
Do until max; |Ti(k"’1) _ Ti(k)l <e
1

At each sensor node, update p as following:
pEtD) =

k +
1+ (£t it - )
2. Update Ti(k according to the following equation:
Ti(k'—&-l) _ li_l(ai#(k))

Algorithm 1. Distributed Threshold Assignment Algorithm

B. Convergence Analysis

In this subsection, we investigate the convergence behavior
of the proposed algorithm. As step size has an important role
on the convergence behavior of the update equation (25), we
mainly focus on its effect. In other words, the conditions under
which Algorithm 1 converges and performance analysis of the
algorithm will be obtained with respect to the choice of step
size.

The following theorem determines the necessary condition
on the step size, under which Algorithm 1 converges to the
arbitrarily close neighborhood of the optimum of problem (22)
and thereby that of problem (10).

Theorem 1: The iterative threshold assignment algorithm
proposed by (21) and (25) converges to the arbitrarily close
neighborhood of the optimal point of problem (10) provided
that

2K
0<’7§f2
na

(26)
where

a = maxa;
K2

K = mink;

K2

Proof: See Appendix I for proof. |
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VI. EXPERIMENTAL EVALUATION

We have conducted simulation experiments to evaluate the
performance of the proposed algorithm. Simulation experi-
ments are carried out using Java and MATLAB. We verify
that the algorithm, locally executed on each node, may indeed
achieve the desired global optimal threshold assignment.

In our simulation scenario, we consider a sensor network
consisting of 100 sensor nodes. We assume that each node
1 takes measurements of a physical phenomenon, whose
difference is Poisson distributed with the parameter \;. The
corresponding coefficient a; for such an illustrative experiment
is set to 1. Step size is chosen to be v = .0012.

One of the most significant issues of interest are the
evolutions of primal and dual variables. Evolution of the
assigned thresholds 7;s for some of nodes and dual variable
v are depicted in Fig. 1(a) and 1(b), respectively. For this
experiment, \; is chosen to be a random value, uniformly
distributed in [1,4]. From these figures, it is apparent that
by spending less than 40 iteration steps, convergence was
achieved and thereafter, ; and 7T;s had intangible variations.

In order to have a better understanding of how optimal
thresholds are heterogeneously scattered all over the network,
Fig. 2 depicts the bar plot of optimally-assigned thresholds
for all nodes. As Fig. 2 implies, optimal thresholds for the
dominant majority of nodes are quite different from the
uniform thresholding schemes. It is also apparent that for
many nodes the optimal threshold value is quite larger than the
anticipated uniform threshold. Such a greater threshold would
generate constraint violation less frequently and thereby helps
extending the lifetime of the corresponding sensor node.

It is anticipated that threshold assignment in favor of prob-
lem (10) will reduces the communication burden of monitoring
queries. To validate this claim, in another experiment we
have varied parameter \; uniformly over the interval [22, 34]
and compared the overhead due to monitoring queries for
both optimal and uniform thresholds. The results are shown
in Fig. 3, which divulges that the number of monitoring
queries represented in percentage is reduced by a factor of
25.7%. Such a tangible reduction in overhead verifies the claim
that assigning local thresholds using the proposed algorithm
significantly alleviates the overhead incurred by the monitoring
mechanism.

VII. CONCLUSION

There have been many studies exploring various appli-
cations of WSNs such as monitoring. In this paper, we
addressed the problem of distributed threshold selection for
reactive aggregate threshold monitoring in WSNs. The nature
of such networks has induced the design of asynchronous
and distributed algorithms for exchanging the information
among the sensor nodes. We established a connection between
threshold assignment and statistical characteristics of the event
being monitored over the network. We utilized this connection
to design the minimal-cost network monitoring scenario by
casting the threshold assignment as an optimization problem.
This allowed us to formulate the minimum communication
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cost threshold assignment as an optimization problem to be
convex by holding slight conditions on the objective function.
Solving the threshold assignment problem in a distributed
manner is not possible. However, we have utilized the duality
theory to solve the problem which led to a distributed solution
using gradient method. This allows for self-tuning thresholds:
that is, the network can initialize with arbitrary initial condi-
tions and then locally, without any central coordination con-
verges to within arbitrarily close neighborhood of the optimal
threshold values. The approach developed in this study is not
restricted to the investigated scenarios and can be generalized
to cover more complex ones. The results extracted from the
experimental evaluation was promising and demonstrated that
the achieved performance of the suggested algorithm are quite
comparable to the results of the centralized approach.
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