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Abstract— In this work, we have examined the distributed con-
sensus averaging problem from a novel point of view considering
the need for privacy and anonymity. We have proposed a method
for incorporating security into the scalable average consensus
mechanisms proposed in the literature. Random Offsets Method
(ROM) is lightweight, transparent and flexible since it is not
based on cryptography, does not require any change in the
fusion system and can be used optionally by some nodes who
care about their privacy. In this method, which is based on
noisification of nodes’ information, we achieve robustness against
n − 1 colluding adversaries in a network of n nodes, which is
maximum level of robustness against collusions. Convergence and
collusion robustness of ROM are analyzed mathematically and
through simulation.

I. INTRODUCTION

While most of the past research in sensor networks is

concentrated on power-aware networks for information gath-

ering, recent trends show high potentials of sensor networks in

formation of distributed information fusion networks [8] [13].

The new paradigms transform sensor networks from mere data

gathering communication networks to more intelligent distrib-

uted systems which are able to process the information to yield

the intended result(s) [6]. Here we broaden our view from mere

power constrained data gathering networks by considering

a sensor network as a set of information sources (sensors)

which are connected arbitrarily through wireless links. The

goal of the network is not only gathering the information but

also doing some processing. This processing is not limited

to aggregation and may incur calculation of network wide

parameters in a distributed and scalable manner. The result(s)

of the processing must usually be available on all nodes.

Such operations are known as consensus information fusion

since all the network members reach an agreement on the

calculated parameter. Averages and min/max parameters such

as average remaining power, average number of neighbors and

the minimum remaining energy are common examples of such

calculations [1]. The application of consensus fusion, however,

is not limited to MAC, routing or transport layer algorithms

[11] and consensus fusion is usually the main application

running on the network. Examples of such networks are

employed in decentralized detection [12], distributed unknown

parameter estimation [13] and distributed filtering [8] with

applications in vehicle formation, flocking and robot position

synchronization.

In an average consensus, the goal is to calculate x̄ =

1
n

∑
i xi in a distributed and scalable manner on all nodes

assuming each node has an initial value, xi. The consensus

averaging problem is one of the fundamental problems of

distributed sensor fusion; nevertheless, it is not limited to

sensor fusion and as reflected by the literature has many

applications and discussed in many disciplines [5] [12] [13].

This problem is recently explored by various researchers [7]

[10]. Consensus averaging is even extended to form distributed

Kalman filters (DKF) over sensor networks [6] and has many

potential applications in distributed tracking and decision

making in noisy environments [8].

In [7], Olfati-saber et al. have introduced a novel way

for distributed consensus averaging in sensor networks based

on local computation and exchange of information to direct

neighbors iteratively. This method, which will be discussed

in the succeeding section, converges even when the topology

changes during the fusion process. Similar methods have also

been proposed for distributed sensor fusion by Xiao and Boyd

[13] and Talebi et al. [10]. Chen et al. [1] have also proposed

another method for distributed computation of aggregates over

sensor networks through distributed randomized algorithms.

Their proposed method, Distributed Random Grouping (DRG),

exploits probabilistic random grouping over the sensors to

calculate averages, minimums and maximums. Both of these

methods are scalable and robust to topological changes which

is a result of applying distributed local processing and single

hop communication. In other words, these methods replace di-

rect information routing with an information diffusion model.

The proposed methods, however, do not consider privacy of

the information exchanged over the links nor the anonymity

of nodes’ information in the course of consensus averaging.

Here, by privacy we mean preserving the secrecy of the nodes’

information from its peers. This is a challenging issue since

to process the information, the peers must become aware of

it. In order to achieve privacy while making fusion possible,

we actually have to obfuscate the relation of the sources with

the information. This is also some form of anonymity. In

other words, in order to keep the information anonymous,

the association between the source and the information or

the information itself must be obfuscated. Although the in-

formation can be protected over the air using cryptographic

techniques, there is no cryptographic method suitable to ad-

dress this issue efficiently. The most important shortcoming

of the proposed methods stems from the fact that at least

Proceedings of the 2007 IEEE International Conference on Telecommunications and
Malaysia International Conference on Communications, 14-17 May 2007, Penang, Malaysia

1-4244-1094-0/07/$25.00 ©2007 IEEE.



some of the nodes must get aware of the information of some

others to make information processing possible. Therefore,

classical information fusion methods can not support mem-

ber privacy intrinsically. The methods proposed for sensor

network security [2] can not be employed to satisfy the

requirements either since they are focused on communication

security. Considering the energy and computation limitations

and intermittent connectivity of common sensor networks, the

overhead of any method employed for maintaining privacy and

anonymity of the information should be considered as well.

In this paper, after going through some preliminaries and

presentation of the system model in section II, we introduce

and analyze Random Offsets Method (ROM), a lightweight

method for secure consensus averaging in section III. Section

IV is dedicated to discussion about our simulation results and

verification of the proposed properties. Finally, in section V,

we conclude the paper and discuss our future work.

II. PRELIMINARIES, SYSTEM MODEL AND ASSUMPTIONS

We model the network as a graph, G(V,E), which can be

represented by its adjacency matrix, AG. The number of the

network members is represented as n = |V |. We also define

Ni and N ′

i as the set of neighbors of the node i and Ni ∪{i}
respectively. The graph laplacian matrix is defined as L =
D − AG, where D is the diagonal node degree matrix, i.e.

dii = |Ni| and dij = 0 for i 6= j.

In consensus averaging problems the goal is calculation

of the average of nodes’ information represented as xis.

Without loss of generality, we focus on distributed and scalable

consensus averaging methods. According to [7], each node

keeps a temporary estimate of the average, zi, which iteratively

converges to the exact mean, r = x̄ = 1
n

P
i xi. The temporary

estimate is calculated based on the following equation:

zi[m + 1] = zi[m] + δ
X

j∈Ni

(zi[m] − zj [m]) (1)

assuming zi[0] = xi. The whole system is formulated as:

z[m + 1] = z[m] − δL.z[m] (2)

= (I − δL)z[m] (3)

where L is the graph laplacian matrix and δ is the step size.

The thorough analysis of the above and similar models is

discussed in [7], [10], and [13] including their convergence

behavior and stability.

Our focus is on cooperative networks where the nodes

behave according to the consensus averaging protocol to

achieve the fusion result. Nevertheless, adversaries may be

interested in other nodes’ information. In other words, we

assume an honest-but-curious adversary model though the

adversaries may exploit gathered information to lunch attacks

against other mechanisms in the network. Therefore, we have

focused on methods for maintaining mutual privacy of network

members’ information in the course of consensus averaging

process. In this scheme, none of the network members can

get aware of the exact peer information even if it colludes

with other peers. Discussion about non-cooperative networks

and related methods such as outlier detection and intrusion

detection is out of the scope of the current work.

Privacy and anonymity, though conceptually different, are

closely tied in distributed fusion systems especially for con-

sensus goal functions. Information confidentiality is a require-

ment in many applications such as distributed voting and

distributed tracking, and as perceived by the network members

can be expressed as limiting nodes from getting aware of

each others’ information. Nonetheless, as information must be

exchanged among members and considering the limitations

of sensor networks, to make the fusion possible, classical

cryptography and secure multiparty computation can not be

exploited. Anonymity is a requirement in some applications

like distributed voting and anonymous decision making as

well. From another point of view, however, anonymity of the

exchanged information leads into node privacy in a fusion

system, as no one should be able to guess whose information

is being processed.

III. PRIVATE AND ANONYMOUS CONSENSUS AVERAGING

BASED ON RANDOM OFFSETS

A. Our Approach

Addressing the need for mutual privacy in information

fusion networks seems to be a dilemma at the first glance.

Our approach towards solving this problem is via intro-

duction of a pre-fusion transformation, called anonymizer

or anonymization transform denoted by A(X) = X′, which

obfuscates information in a way that the actual value of the

nodes’ information can not be derived while fusion is still

possible with the transformed information. For distributed

fusion schemes, anonymizer is implemented in a distributed

manner as well. The local anonymizer can be modeled as

Ai(xk) where k ∈ N ′

i . We have also proposed a generalization

of this model as Blind Information Fusion Framework (BIFF)

in [3].

B. Random Offsets Method (ROM)

In random offsets method, we propose a novel anonymiza-

tion transform which stochastically obfuscates information and

does not require any change in the fusion function. The other

major advantage of this method is that it does not depend on

any cryptographic algorithm, the only additional functionality

required is random number generation which can be readily

available on the nodes as it has much more uses. This property

is very useful specially in energy and computation bounded

sensor networks which can not afford strong cryptography

due to its high computational and energy costs. ROM is also

transparent in the sense that no change in fusion system nor

any additional protocol is required and can be optionally used

by some nodes who care about their privacy while not used

by others without any inaccuracy in the results.

Assuming the member values (xis) are identically distrib-

uted random variables (RV) represented as X , the average

consensus result calculates x̄ = 1
n

P
i xi, which is an unbiased

minimum variance (UMV) estimate of the mean value of X ,

denoted by E{X}. The estimation error in MSE sense will
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decay with the number of samples or analogously the number

of network nodes. Therefore we have:

lim
n→∞

r = lim
n→∞

x̄ = lim
n→∞

1

n

n∑
i=0

xi = E{X} (4)

This exhibits the low-pass property of the consensus averag-

ing which satisfies the goal function anonymity condition [3].

This property is also discussed from another point of view in

[8]. We shall exploit this property to define our anonymization

transform which not only keeps the fusion function intact, but

also is robust against n − 1 colluding adversaries.

In order to form such an anonymization transform, we nois-

ify the information of each node at anonymization phase with a

high-pass noise. To accomplish this, each node chooses a ran-

dom offset, oi, at pre-fusion phase from a finite-variance zero-

mean probability distribution function agreed by all nodes.

This random offset is chosen once for each fusion process.

Then each node adds its offset to its information. Therefore,

ois are i.i.d. random variables which can be represented by O
and Ai(xi) = x′

i = xi + oi. In other words we shall define

our anonymization transformation as:

X′ = A(X) = X + O (5)

where X = [x0, x1, ..., xn]T , O = [o0, o1, ..., on]T and ois are

the randomly chosen offsets known only by the corresponding

node. For n → ∞, according to equation 4, we have:

lim
n→∞

r′ = E{X + O} = E{X} = lim
n→∞

r (6)

since ois are chosen from a zero-mean probability distribution

function. The above equation assumes offsets are indepen-

dently chosen from information, which is a valid assumption in

almost all cases. The low-pass property of the fusion function

eliminates the effect of high-pass zero mean offsets added to

the original information.

C. Accuracy

For real networks, the number of nodes is finite and there-

fore, we have a steady state error which does not decay as

the number of consensus averaging iterations grows. For large

values of n according to the central limit theorem or in case

X and O are Gaussian RVs, the average steady state error, as

perceived by each node, can be calculated as:

ESS = E

{(∑
i(xi + oi)

n
− x̄

)2
}

=
σ2

o

n
(7)

The average initial error in X′ can be calculated as:

EInit = E

{∑
i((xi + oi) − x̄)2

n

}
= σ2

x + σ2
o (8)

We define the error reduction gain or the network processing

gain (NPG) as the ratio of the initial error to the steady state

error. This parameter exhibits the ability of the network to omit

the effect of the noise introduced to the network at pre-fusion

phase. NPG can be calculated as:

NPG ,
EInit

ESS
= n

σ2
x + σ2

o

σ2
o

= n(1 + a) (9)

where a ,
σ2

x

σ2
o

, can be considered as noisification SNR.

Equation 9, shows that error linearly decays with n as

approved by our simulations as well. There is a clear trade-

off on a: the less the information is noisified, the higher will

be the gain as there will be less error in the system and

for no obfuscation we have the perfect result; however, this

parameter directly affects the ability of the network to hide

member information: a higher a means lower obfuscation and

analogously, higher confidence in deduction of the information

of nodes.

D. Security

ROM has maximum robustness against collusion since

even n − 1 colluding adversaries can not recover the exact

information of a specific node. In case of continuous xis, the

random offset is only known to the node itself and therefore,

exact the xi can not be guessed. This is a very interesting

property of ROM due to the fact that collusion robustness [3]

of consensus averaging goal function can not be more than

n − 2 and n − 1 colluding adversaries can recover the single

victim’s information according to the following equation:

xi = nx̄ −
∑
j 6=i

xj (10)

This result is due to the stochastic approach taken to solve

the secure consensus averaging problem. For higher security,

nodes may even discard xis and offsets from their memory

after the addition is done and replace xi with x′

i = xi + oi.

This way, the attackers can not find the real value stored in

node memory through other ways like tampering the node.

For discrete signals or cases in which the attackers try to

run interval estimation, the normalized accuracy of the attack

result is proportional to a, that is, the higher the information

is noisified the lower will be the confidence of the estimation

by the attackers or the wider will be the interval estimated for

the victims’ information assuming a fixed confidence bound is

aimed by the attacker(s). The through analysis of the interval

estimation attack by n − 1 colluding adversaries is given in

the appendix.

Another main advantage of ROM is that it can work

completely transparently from the fusion system. This property

lets each node to decide about its privacy, that is, the ones who

do not care about their information to be known by others

or ones unable to generate the random offset can skip the

anonymization phase at the cost of losing their privacy. This

heterogeneity even improves the accuracy of the result as it

reduces the amount of noise introduced to the system.

In case the fusion process is run multiple times or periodi-

cally and the value offered by the nodes are relatively constant

over some of the runs, adversaries can try to improve their

estimation by averaging over the values proposed by the victim

node. In order to guard against such attacks, nodes can choose

a new random offset only when their information changes. On

the other hand, choosing a new random offset at each fusion

process can help hiding changes in the input value from the

adversaries.
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IV. SIMULATION RESULTS

We verified our results by running a large set of simula-

tions. We considered 100 uniformly distributed sensors over

a 100m × 100m area and nodes up to d meters apart were

considered neighbors (i.e. free space propagation model with

range of sight d).

Figure 1 shows the mean square error (MSE) of the average

consensus result defined as (zi[m] − �x)2 on nodes with

maximum (solid) and minimum (dotted) connectivity degree as

well as average MSE (dashed lines) for both normal and ROM

based average consensus vs. number of iterations. According

to this figure, steady state MSE of the normal consensus

model converges to zero with number of iterations; however,

as previously discussed, ROM riches an steady state MSE,

which is inversely proportional to the number of members

in the network and directly related to the noisification power

(σ2
o) according to equation 7. For the sample case presented in

figure 1, n = 100 and a = σ2
x

σ2
o

= 1 ≡ 0dB, −28dB average

steady state error is measured. It must be noted that even

for normal average consensus, bounded number of iterations

lead to a steady state error, which is normally set to tolerable

error margin of the system. On the other hand, the number

of iterations might be bounded by the desired lifetime of the

network since the number of iterations affects the amount of

messages exchanged and analogously the energy consumed by

the nodes.
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σ
2
x

σ
2
o

= 0 dB, range

of sight = 40m.

The linear relation of NPG with number of network mem-

bers is verified through extensive simulation and data analysis.

The results are presented in figure 2, which depicts NPG vs.

number of network nodes. Each point represents average NPG

of 1000 randomly generated networks with the respective n.

The lines are fit to the measured points to calculate the slope

and verify equation 9. The linear fit results are presented

in table I. Here we only present the results for normally

distributed sensor values. Nonetheless, our simulations showed

that as n increases, the results for sensor values chosen from

other probability distributions become more similar to the

results of the normally distributed sensor values.

For discrete and bounded node values, a similar approach

can be taken with the values rounded to the nearest discrete

value in the system. The results are the same due to the similar

nature of the method employed in both cases. Depending on

the application, for continuous results, NPG can be a good

measure of the performance of the method while for discrete

case, it is more meaningful to calculate the relation of the

probability of error in guessing a sensor value before fusion

(perceived by malicious guesser) to the probability of error in

the consensus result. The detail analysis of such and related

topics is left for future work.
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Fig. 2. Network Processing Gain (NPG) vs. Number of Nodes (n).

TABLE I

RESULTS OF LINEAR FITS FOR FIGURE 2.

(a + 1) fit slope 95% confidence bounds r
2

10 10.11 9.285, 10.94 0.99
5 4.89 4.258, 5.525 0.97
2 1.885 1.556, 2.214 0.95

V. CONCLUSION AND FUTURE WORK

In this paper, we have analyzed consensus averaging prob-

lem from a security perspective, considering the need for

mutual privacy in the course of fusion process. We proposed

Random Offsets Method (ROM) as a solution to the problem

of blind consensus averaging which exploits the properties of

consensus averaging fusion function in elimination of high-

pass noise and obfuscates the nodes’ information through

noisification before consensus averaging takes place. We char-

acterized this property and its relation to network size by

introducing network processing gain (NPG) which exhibits

the ability of the network to eliminate obfuscation noise. We

also analyzed collusion resistance of ROM, reduced it to an

estimation problem, and showed that ROM is robust to up to

n−1 colluding honest-but-curious adversaries, which is more

than the intrinsically possible limit for consensus averaging

(n − 2). This interesting property is due to the stochastic
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approach taken towards hiding node information. Last, but not

least, we derived the relation between NPG and the power

of the attack lunched by n − 1 colluding adversaries. ROM

suffers from steady state error in final result. The amount of

this steady state error is inversely proportional to number of

nodes or analogously NPG and shown to be negligible in real-

world applications. We consider the methods for eliminating

this error through various ways including proper choice of the

noise p.d.f. for future work along with extension of this method

to problems beyond consensus averaging. Dealing with non-

cooperative adversaries is to be investigated in future as well.

APPENDIX

ACCURACY OF INTERVAL ESTIMATION ATTACKS ON ROM

Without loss of generality, we assume that victim is the 1st

node, i.e. the goal of the attackers is to find x1. For exact

fusion result, as depicted in 10, x1 can be easily recovered by

n − 1 colluding nodes.

However, in ROM, as presented before, r′ = x̄′ is a random

variable with mean value r and variance σo

n
. If the attackers

try to estimate x1 based on a modification of 10 by replacing

x′

is with xis known to the attackers we have:

x̃1 = nx̄′ −
n∑

j=2

xj (11)

where x̃1 is the estimated value of x1. In order to evaluate

the accuracy of this estimate, we calculate σ2
x̃1

, the variance

of x̃1:

σ2
x̃1

= n2σ2
x̄′ = nσ2

o (12)

Therefore, if the attackers exercise this method for interval

estimation on x1, though E{x̃1} = x1, the variance of

the attack will be intensified by n. This is a single sample

estimation and therefore, for normal offsets and assuming ζu

is the standard normal u percentile of x̃1, γ confidence interval

of x1 will be x̃1 ± ζuσo

√
n [9]. This means that x1 will

be in [−ζuσo

√
n, ζuσo

√
n] interval round x̃1 with probability

γ = 1 − 2(1 − u). Assuming normal xis, the normalized

estimated interval using the above method will be 1± ζu

√
n
a

.

The attackers can also use another method to estimate

x1, which is based on directly attacking the anonymization

transform. Based on 5, we have:

x′

1 = x1 + o1 (13)

consequently, we have to solve a single sample detection

problem for finding x1 from x′

1, assuming both xis and ois

are normal random variables, the γ confidence interval for

estimation of x1 from single sample, x′

1, is x′

1±ζuσo, which is

more precise than the attack based on equation 10. Therefore,

normalized γ confidence interval of estimated x1 will be

1 ± ζu
√

a
.

From the above discussion we can see the role of NPG

and the trade-off on it very clearly: higher a will improve the

attackers confidence interval while remedying the steady state

error of consensus averaging. In other words, changing a can

improve the accuracy of estimation from the average and the

accuracy of the attackers from node information. Therefore, to

improve the accuracy of the estimation of the average while

keeping the success probability of the attackers constant, the

number of the network members must be increased.
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